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Fedora 13 can now take advantage of the System Security Services Daemon (SSSD) to enable high-performance,
cached authentication and identity lookups, as well as support for offline authentication. Offline caching of identity data
is supported for LDAP and FreelPA servers, and offline authentication is supported for LDAP, Kerberos 5 and FreelPA
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Internationalization .4.4
.This section includes information on language supportin Fedora

Fonts .4.4.1

New Chinese font .4.4.1.1
.The default font for Simplified Chinese is now WQY Zenhei

Lohit Devanagari .4.4.1.2

The new Lohit Devanagari fontreplaces the previous separate Lohit fonts for Hindi, Kashmiri, Konkani, Maithili,
Marathi, and Nepali. Any distinct glyphs for these languages needed in the future can be handled in Lohit Devanagari
.with Open Type Font locl tags

New Arabic script fonts .4.4.1.3

New Arabic script fonts from Paktype are available: paktype-ajrak, paktype-basic-naskh-farsi, paktype-basic-naskh-
.sindhi, paktype-basic-naskh-urdu, and paktype-basic-naskh-sa

IBus .4.4.2
.Fedora 13 ships with IBus 1.3

IBus (Intelligent Input Bus) is an input framework for Linux that provides a full-featured and user-friendly user interface
for input methods. Updates to IBus in Fedora 13 include

General .4.4.2.1

IBus now supports a global shared input method mode for all applications: the defaultis still to use separate
.contexts

IBus supports showing the languagebar in the status icon menu
.The new ibus-fbterm package provides IBus supportin the fbterm framebuffer console
.The new ibus-xkbc package provides some supportfor X keyboard layouts

Chinese .4.4.2.2

Ibus-pinyin engine has been reimplemented in C++ with improved performance of fuzzy pinyin

ibus-table-quick was merged into ibus-table-cangjie, and new tables added for Smart Cangjie 6, Quick (classic),
.(and Easy (Big

Ibus-chewing is fixed for Dvorak and Hsu support


http://fedoraproject.org/wiki/Features/AutomaticPrintDriverInstallation

Japanese .4.4.2.3

sibus-anthy now supports
.preferences of symbol style and conversion mode

.Thumb Shift NICOLA-J, NICOLA-F and NICOLA-A layouts
dictionary customization of the default personal dictionary and extended personal dictionaries
.The new ibus-skk package adds support for the Simple Kana-to-Kanji (SKK) input method

Korean .4.4.2.4

.bus-hangul engine now supports Romaja style input for Western users

Automatic installation of language packs .4.4.3

A number of large suite-type packages, such as OpenOffice.org, Eclipse, and KDE, package their translated content
separately as langpacks due to size issues. Now with the langpack plugin, when yum detects that a langpack is
needed and available for a package the user requests, yum automatically downloads and installs the langpack as well.
The user no longer needs to specifically requestinstallation of language support for these types of suites. In the future
it will be possible to extend this support further throughout the distribution. Refer to
.http://dingyichen.livejournal.com/17133.html for details

Glibc Locales and Collation .4.4.4
‘The following locales for glibc (the GNU C Library) have been added or updated in Fedora 13

.kok_IN (Konkani Language locale for India: around 3.6 million speakers) for Devanagari script added
.ps_AF (Pashto Language locale for Afghanistan: around 35.5 million speakers) added
.collation for Tamil and Assamese is now available in all locales

GDM .4.4.5
.GDM now reloads i18n files when users log out
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SIP Witch Domain nmi»70 .4.5.3

Fedora 13 includes SIP Witch Domain Telephony, allowing users to create and deploy scalable secure VolIP solutions,
both for managing a local SIP based telephone system, and for calling remote users over the Internet without the need
for a service provider or central directory service. With SIP Witch and an SIP-compatible softphone such as Twinkle or
Empathy, users can replace propriety VolP solutions with secure, direct peer-to-peer communications using entirely
free software
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Dogtag Certificate System .5.1.1

Dogtag Certificate System (DGS) is an enterprise-class open-source Certificate Authority (CA) supporting all aspects of
certificate lifecycle managementincluding Certificate Authority (CA), Data Recovery Manager (DRM), Online Certificate
Status Protocol (OCSP) Manager, Registration Authority (RA), Token Key Service (TKS), Token Processing System (TPS)
.(and smartcard management, through Enterprise Security Client (ESC

Refer to the Dogtag Certificate System page on the Fedora wiki for additional details —
.http:/ffedoraproject.org/w/index.php?title=Features/Do gtagCertificate System

modprobe Whitelist .5.1.2

modprobe Whitelistallows system administrators in high-security situations to limitthe modules loaded by
modprobe to a specific listof modules configured by the administrator. This limit makes itimpossible for unprivileged
users to exploit vulnerabilities in modules that are not ordinarily used, for example, by attaching hardware. The amount
.of potentially vulnerable code that can run in the kernel is therefore limited

modprobe can also run specified commands instead ofloading a module (using the install configuration directive);
this is restricted using the same whitelist as well. To help system administrators compile the whitelist, additional
functionality is added to modprobe: it will be possible to log all information (similar to using modprobe -v)to a
specified file, including modprobe actions run in the dracut initrd. A script will be provided that compiles a
.proposed whitelist from the logged data

Use this whitelistto reduce the kernel-space attack surface considerably and avoid risk of vulnerabilities in rarely-used
kernel-mode code. A sample desktop Fedora system currently has 79 modules loaded, out of 1964 available modules
(4%). When counting code size, and the main kernel file (/boot/vmlinuz*) is included, the sample desktop system
.(runs 8.36 MB of kernel-space code, outof34.66 MB available (24%

Refer to the Modprobe Whitelist feature page on the Fedora wiki for a more complete description of this feature:
http://fedoraproject.org/w/index.php?title=Features/ModprobeWhitelist

D'YNNYNnannmawnal7zyt .5.1.3
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Policy Kit One .5.1.4

PolicyKitOne replaces the old deprecated PolicyKit and gives KDE users a better experience of their applications
and desktop in general. The Fedora 12 KDE Desktop Edition used Gnome Authentication Agent . PolicyKitOne
.makes it possible to utilize the native KDE authentication agent, KAuth in Fedora 13

For a complete description of this feature, refer to the KDE PolicyKit One Qt page on the Fedora wiki:
http://fedoraproject.org/w/index.php?title=Features/KDE_PolicyKitOneQt

(nrxr'7a00'n) 'nTn 5.2

Kernel Acceleration for KVM Networking .5.2.1

The VHost Net feature moves the task of converting virtio descriptors to skbs and back from gemu userspace to the
kernel driver. This was shown to reduce latency by a factor of five, and improve bandwidth from 90% native to 95% of


http://chitlesh.fedorapeople.org/FEL/
http://fedoraproject.org/wiki/SIGs/Spins
http://fedoraproject.org/wiki/FedoraLiveCD#Advantages_and_Limitations
http://fedoraproject.org/w/index.php?title=Features/DogtagCertificateSystem
http://fedoraproject.org/w/index.php?title=Features/ModprobeWhitelist
http://fedoraproject.org/w/index.php?title=Features/UserAccountDialog
http://fedoraproject.org/w/index.php?title=Features/KDE_PolicyKitOneQt

.native on some systems
.This feature is activated by using -netdev options (instead of -net) and adding the vhost=on flag

For more information, refer to http://fedoraproject.org/wiki/Features/VHostNet

KVM Stable PCI Addresses .5.2.2

KVM guests in Fedora now have stable PCl addresses, reducing the chance that Windows guests will require
.reactivation as guest configuration is modified

KVM guest virtual machine devices retain their PCl address allocations as other devices are added or removed from
.the guest configuration

XY ,q0Nn Y TNy

http://fedoraproject.org/wiki/Features/KVM_Stable PCIl Addresses
http://fedoraproject.org/wiki/Features/KVM_Stable Guest ABI

Virt x2apic .5.2.3

X2apic improves guest performance by reducing the overhead of APIC access, which is used to program timers and
forissuing inter-processor interrupts. By exposing x2apic to guests, and by enabling the guest to utilize x2apic, we
improve guest performance

.Fedora 13 supports x2apic in both the hostand guestroles

http://fedoraproject.org/wiki/Features/Virtx2apic nx1 ,q01 Y17

Virtio-Serial .5.2.4

The virtio-console pci device is now equipped to handle multiple console ports as well as generic ports for guests
running on top of gemu and KVM. This facilitates simple communication between guest and host

http://fedoraproject.org/wiki/Features/Virtio Serial N8 ,q01 yT1mY

Virtualization Technology Preview Repo .5.2.5

The Virtualization Preview Repository exists for people who would like to test the very latest virtualization-related
packages. This repo is intended primarily as an aid to testing and early experimentation. Itis notintended for
.deployment on production systems

http://fedoraproject.org/wiki/Virtualization Preview Repository nN1 ,q01 yTmY

Xen Kernel Support .5.2.6

The kernel package in Fedora 13 supports booting as a guestdomU, but will not function as a domO until such support
s provided upstream

.The mostrecent Fedora release with domO supportis Fedora 8

Booting a Xen domU guest within a Fedora 13 hostrequires the KVM-based xenner. Xenner runs the guest kernel
.and a small Xen emulator together as a KVM guest

XY ,90Nn Y TNY

http://sourceforge.net/projects/kvm

/nttp://kraxel.fedorapeople.org/xenner

http://fedoraproject.org/wiki/Features/XenPvo ps

http://fedoraproject.org/wiki/Features/XenPvopsDomO

Important — Suitable hardware required -"

KVM requires hardware virtualization features in the host system. Systems lacking hardware virtualization do not
.support Xen guests atthis time

vLVYR MY 5.3
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cyrusimap .5.4.1

The latest stable and currentrelease of the cyrus-imapd server is 2.3.16 which includes support for replicated
mailboxes, unified murder configuration, delayed expunge, separate metadata partitions, Sieve extensions, and much
more. It requires SASLv2. For specifics about the changes refer to http://cyrusimap.web.cmu.edu/imapd/changes.html. If
you are using SQL detection, some changes may be required (http://cyrusimap.web.cmu.edu/imapd/install-
(upgrade.html

dovecot .5.4.2

dovecot has been upgraded to 1.2.11. In earlier versions, some very large headers were sent which could resultin a
denial of service. This update fixes that problem, in addition to some security improvements. Details can be found at
.(http://dovecot.org/doc/NEWS. (Note that Fedora 12 included version 1.2.6

fetchmail .5.4.3

Fedora 13 includes version 6.3.14 of fetchmail. This update fixes some security-related bugs and restores IMAP2
supportfor some servers. Details of the changes can be found at http://developer.berlios.de/project/shownotes.php?
.group_id=1824&release id=17213

sendmail .5.4.4

.NNLAX NID'Y NND DA 077120 ,0 N2 117'N 190N IT N0 v .8.14.4 nD1a'7 PTIY sendmail

Zarafa Open Source edition .5.4.5

Zarafa Open Source edition is a groupware suite thatis new to Fedora. It provides integration with existing Linux
mail servers and uses Ajax to create a user interface thatis intuitive to users of Microsoft Outlook. Zarafa Open
Source edition includes an IMAP4 and a POP3 gateway as well as an iCal/CalDAV gateway. It combines a high degree
.of usability with the stability and flexibility of a Linux server
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db4 .5.5.1
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MySQL .5.5.2
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Postgresql .5.5.3
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sqlite .5.5.4

NI'¥{71191 pagramas 190N N9'0m 11N N011N .3.6.23 N0117 3.6.17 no1an anTiv sqlite 0'aman 1on,13 N1ITS YAy
DY 7 AN nn'w 7 hitp://www.sqlite.org/changes.html nX1 .00 0'aN2a 27N onal NIwTN

(Windows ny nin*an) nano .5.6

Windows niv7nna X7n wm'y 0'771D ori'w .3.5.0 N0DM7 1D TIV 17¥ DIIYD D'7¥Nnnl 0'90MN ,NINI77n ,samba niwrn
|'A7 ‘72X ,7170 X7 12D Using Samba HTML-n 190 .nM'NN IM0NI1 A1 nimniny
.http://www.samba.org/samba/docs/using samba/toc.html-a

17D hitp://lwww.samba.org/samba/history/samba-3.5.0.himI nX 8Nj77 Y7nm nd>yn *7nn?7 .smb.conf-1 n"iy'w 1oon w!
.0'019N 7D NN 7177

System Daemons .5.7

mdadm .5.7.1

The mdadm program controls Linux md devices (redundant arrays of independent disks implemented in software, or
software RAIDS). It can create, assemble, reporton, and monitor arrays and can also move spare storage between
.arrays when needed

The version of mdadm in Fedora 13 has been upgraded from version 3.0.2 to version 3.1.1. The mostimportant
:changes include

.you can no longer stop a container when the members within it are still active

a homehost parameter has been added to the AUTO config line. When used with the -all option, this parameter

causes mdadm to assemble any array that belongs to this host automatically, but notto assemble any other
.arrays automatically

previously, arrays with interdependencies had to be listed in mdadm. conf in a specific order. Now, the order is
.notimportant

openssh-server .5.7.2
.Openssh-server is a open-source server daemon for the SSH protocol
The version of openssh-server in Fedora 13 has been upgraded from version 5.2p1 to version 5.4p1. The most
:important changes include
.SSH protocol 1 is disabled by default

.added supportfor PKCS#11 tokens

added support for certificate authentication of users and hosts using a new, minimal OpenSSH certificate format
((not X.509

.added a netcat mode that connects standard outon a clientto a single portforward on a server
.added the ability to revoke keys to sshd and ssh

.For more information, refer to http://www.openssh.com/ixt/release-5.4
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Btrfs .5.9.1

Btrfs is under development as a file system capable of addressing and managing more files, larger files, and larger
volumes than the ext2, ext3, and ext4 file systems. Btrfs is designed to make the file system tolerant of errors, and to
facilitate the detection and repair of errors when they do occur. It uses checksums to ensure the validity of data and
.metadata, and maintains snapshots of the file system that can be used for backup or repair

This filesystem snapshot feature is available in Fedora for the firsttime in Fedora 13. An automatic snapshotis created
.every time that the yum package manager performs an installation or upgrade
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One major benefitis performance. In version 4, the server has state which means it can communicate with each NFS
client. This means the server can issue things called delegations (or leases) for files allowing the v4 client to
.aggressively cache, which drastically cuts down on network traffic between the client and server

NFS IPv6 nij77 .5.9.2.2

NFS Client IPv6 supports the mounting of NFS servers over IPv6. The benefits for Fedora users is that now servers and
.network file systems can talk to each other over IPv6 networks
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DisplayPort .5.10.1
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As a benefitto Fedora users DisplayPort has a higher link bandwidth than dual-link DVI. Monitors can take advantage of
this by providing higher resolutions, higher color depths, and higher refresh rates. DisplayPort also runs ata lower
voltage than DVIand LVDS, using less power. Future laptops will likely switch to embedded DisplayPort for the local
.panel for this reason

Nouveau DisplayPort .5.10.1.1
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Radeon DisplayPort .5.10.1.2
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Tools .6.2

Boost .6.2.1

Fedora 12 includes Boost 1.39. In Fedora 13, there is an upgrade to Boost 1.40, which, due to some improvements in
the way Boostis built, allows Fedora to be in closer sync with the upstream development. The release notes for Boost
.can be found at http://www.boost.org/users/history/version 1 40 0

Systemtap Static Probes .6.2.2

Systemtap has been extended to support user space tracing, and in particular to support static (dtrace compatible)
markers enabled in various programs in Fedora. This enables users, developers and administrators a high level
.overview of what is going on with their system or deep down in a specific program or subsystem

.Systemtap comes with a tutorial, a language reference manual, a tapsets reference and an examples directory

Python 3 .6.2.3
.Fedora now includes a Python 3 runtime, parallel-installable with our existing Python 2 runtime

Python 3 versions of many libraries are available with more underway. For an update on the current status refer to
.http:/ffedoraproject.org/wiki/Features/Python3F13

Easier Python Debugging .6.2.4

The gdb debugger has been extended so that it can report detailed information on the internals of the Python 2 and
Python 3 runtimes. Backtraces involving Python will now by default show mixed C and Python-level information on
.what such processes are doing, without requiring expertise in the use of gdb

The GCC Compiler Collection .6.3

.gce has been upgraded from 4.4.2 to 4.4.3. This includes gcc, gcc-c++, gcec-fortran, gcc-gnat, and gcc-objc

GCC now uses Implicit DSO linking .6.3.1
:Key points

.1d will no longer automatically search in the dependencies of linked objects .1
Ifyour projectused both libraries A and B, it will not compile unless A and B are both explicitly linked .2

There are more explanations on the GCC features page on the Fedora wiki: .3
.http:/ffedoraproject.org/w/index.php?titte=UnderstandingDSOLinkChange

:Under the new changes, if your package fails its build with a message like

/usr/bin/1ld: gpx-parser.o: undefined reference to symbol 'acos@@GLIBC_2.0'
/usr/bin/1ld: note: 'acos@@GLIBC_2.0' is defined in DSO /lib/libm.so0.6 so try adding it to
the linker command line

.Then the line that builds the specified .0 needs to explicitly link libm

.builtin_stdarg_start has been completely removed from gcc 4.4.3_.6.3.2

builtin_stdarg_start will return a undefined reference to _builtin_stdarg_start because of the depreciation_
.of<stdarg.h>in gcc 4.x The replacementis _builtin_va_start
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Java .6.4

The NetBeans integrated development environment has had a major update to version 6.8. Users should read the
.NetBeans Release Notes page to see detailed release notes for this version

This release also introduces the IntelliJ IDEA Community Edition integrated development environment to the Fedora
.package collection

Haskell .6.5

Fedora 13 features ghc-6.12.1, which now supports shared libraries on Linux. All ghc library packages in Fedora
should now provide a main shared library package for runtime, in addition to the devel, doc, and prof subpackages.
ghc-macros has been expanded to make packaging even easier, hiding the tedious, error-prone subpackaging
.process

.Darcs has been upgraded to the new major version 2.4 with many new features and improvements
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If you need a user friendly version of the changelog, refer to http://wiki.kernelnewbies.org/LinuxChanges. A short and full
diff of the kernel is available from http:/kernel.org/git. The Fedora version kernel is based on the Linus tree
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nronnniytna wtnan.7.1
Fedora 13 includes a range of packages for science and mathematics. The following packages have been updated for
.Fedora 13

A large number of other packages have undergone minor or bugfix updates. Refer to Fedora 13 Technical Notes at
.http://docs.fedoraproject.org for details

EMBOSS .7.1.1

Version 6.2.0 of EMBOSS now includes the capability to read additional file formats as well as updated versions of
current formats. There are a number of new capabilities, and some changes required in scripts. Details of these
.changes can be found at http://emboss.sourceforge.net/develo pers/changelog.htmI#0

Macaulay2 .7.1.2

Macaulay2 now includes certification of new packages that have been approved for publication in peer-reviewed
journals, as well as a large number of new programs and packages. Some capabilities have been improved or
changed. Users should review http://www.math.uiuc.edu/Macaulay2/do c/Macaulay2-
.1.3.1/share/doc/Macaulay2/Macaulay2Doc/html/ _changes cm spl.3.html for details on these improvements

R .7.1.3

R has been upgraded to 2.10.1. There are a number of new features as well as a long list of bugfixes. For specifics refer
to https://svn.r-project.org/R/trunk/NEWS (scroll down to 2.10 and 2.10.1). Many R-related packages and emacs modes
.have also been upgraded

ugene .7.1.4

Fedora 13 includes version 1.6.1 ofugene. The upgrade is strongly recommended as there are some fixes to serious
bugs. If you prefer to compile the package rather than installing from the RPM, you should review
http://ugene.unipro.ru/news.html#160210 for specific actions that you need to take to make the upgrade successful.
.This is notnecessary for a normal install using yum or PackageKit
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ngspice .7.2.1

ngspice and tclspice have been upgraded to Release 20. New features include .measure command for transient, ac
and dc analyses (still not complete, e.g. DERIV is missing). Improved device supportincudes an updated BISM4 model
.to revision 4.6.5. Added PWL (PieceWise Linear) functionality for B (arbitrary generator) sources

pch .7.2.2

Fedora 13 includes version 0.20091103 of pch. There are a number of new features including the ability to add
attributes to layers, to add filters through the load file chooser dialog, allowing quoted and escaped strings, and many
new footprints. For a complete list of new features, footprints and bug fixes, refer to the news file at
.http://pcb.gpleda.org/news.htm1#20091103

Dia .7.2.3

A number of digital and electronic symbols have been added to the drawing package, dia. New packages include dia-
.CMOS, dia-Digital, dia-electric2 and dia-electronic

Embedded Development .7.3

Fedora 13 includes a range of packages to supportdevelopmentof embedded applications on various targets. There
is broad supportfor the AVR and related parts as well as for the Microchip PIC. In addition, there are packages to
supportdevelopmenton older, less popular parts such as the 280, 8051, and others. This section describes significant
changes for Fedora 13. For a more complete description refer to Packages for embedded development on the wiki

. available at http://fedoraproject.org/wiki/Packages For Embedded Development

avrdude .7.3.1
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avrdude has been updated from 5.8 to 5.10. The new release includes support for additional part numbers as well as a
.number of additional programmers

:Additional information

changes - http://lists.nongnu.org/archive/html/avrdude-dev/2010-01/msg00071.htm 5.9
changes - http://lists.nongnu.org/archive/html/avrdude-dev/2010-01/msg00092.htm| 5.10

piklab .7.3.2
.piklab has been updated to version 0.15.7

:Major changes include

Support for PICkit2V2 has been removed
ICD2 support has been greatly improved, including supportfor dsPIC33 devices
Toolchain and programmer selection have been moved to the project manager

.and much more

.For complete details, refer to the Piklab change log at http:/piklab.sourceforge.net/changelog.php

mcu805lide .7.3.3

mcu805lide has been upgraded to version 1.3.3. In addition to bugfixes, this release includes the following new
‘features

RS232/UART debugger, tool intended for debugging in real hardware applications
(Symbol list (added on the right panel

Assembler has now support for assigning register names to constants. So since this version you can write
:code like this

ABC EQU RO
MOV ABC, #55h ; <- This will be compiled as "MOV RO, #55h

ghusim8085 .7.3.4

Fedora 13 includes gnusim8085 version 1.3.6. This new release is now internationalized, and includes a number of
usability improvements and new features. For a complete description, refer to the announcement at
.https:/llaunchpad.net/gnusim8085/+announcement/5242

avr-binutils .7.3.5

avr-binutils has been updated to 2.20. There are a number of new features as well as bug fixes. Refer to the project's
NEWS file for details at http://sourceware.org/cgi-bin/cvsweb.cgi/~checkout~/src/binutils/INEWS?rev=1.87&content-
type=text/plain&cvsroot=src&only with tag=binutils-binutils-2 20

avr-gcc .7.3.6

avr-gcc has been updated to 4.5.0, along with avr-gcc-c++. Refer to http://gcc.gnu.org/gcc-4.5/changes.html for the
.details of this upgrade
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New models: IC-7200, PCR-1500, PCR-2500, RX-340, R&S ESMC, BC898T, Si570 AVR-USB, Paragon
((skeleton
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(New rotator backend: SPID, GS-232 (notAorB

:Fixes and features
TH-F7E, K2, FT-920, Yaesu NewCAT, IC-7000, IC-7800, IC-910, IC-718, IC-756PROIIl, Tentec Orion,
Jupiter, RX320, AOR-8000, PCR-1000, Video4Linux, all the Kenwood backends, GS-232A

ABIl version in backend symbols

()expose PTT/DCD setup through rig_set_conf

Parallel port PTT now following cwdaemon (STROBE+INIT) interface
bindings

Itdl update

xastir .7.4.2

In addition to many bug fixes in xastir 1.9.6, shapes and terminology have been updated to conform to NIMS standard
ICS usage
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